IMamaTka
AJAA 00y4Yawmuxcs
W 00 MHGPOPMAUHUOHHOMN 0E30MMACHOCTH
aereu

Heanssa

Bcem monpsig cooOmare CBOK 4acTHyK HH(poOpManuio (Hactosmue ums, GpaMuinio, TenedoH,
ajipec, HOMEP IIKOJIbI, a Takxke GoTorpaduu CBOHM, CBOCH CEMbH U JIpY3eil)

OTKpBIBaTh BIIOKEHHBIE (DAMIIbl AIIEKTPOHHON OYTHI, KOTJIa HE 3HACIIb OTIIPABUTEIIS

['pyOuTh, mpuanpaThCs, OKa3bIBaTh TABICHUE — BECTH Ce0sI HEBEKIIMBO U arpecCUBHO

He pacnopsokaiics neHbramMu TBOEM ceMbu 0€3 paspellieHusl CTapllidX — BCerja clpaliuBai
pOaUTENEH.

He BcTpeuwaiicsi ¢ ¢ MHTEpHET-3HAKOMBIMM B PEAJIbHON >KM3HM - IIOCOBETYHCS CO B3POCIBIM,
KOTOpPOMY JI0BEpSIEIlb

OcTtopoxkHO

He Bce mumyt npasay. YUuraemsb o cebe HempaBay B MHTEPHETE — COOOIIM 00 3TOM CBOMM
POOUTECIIAM UM OIICKYHAM.

[TpurnamaroT nepenuchiBaThCsl, UrpaTh, 0OOMEHUBATHCS — IPOBEPH, HET JIM M10ABOXA

HezakonHoe konupoBaHue (haiijioB B MHTEPHETE - BOPOBCTBO

Bcerna paccka3sbiBaii B3pociabiM 0 po0iemMax B CETH — OHU BCEria TOMOTYT.

Hcnone3yit HacTpoiiku 0€30MacHOCTH W MPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AKKAyHTHI B
COILICETSX U IPYTHX MopTayax.

Mo:XKHO

VYBakail Ipyrux noJib30BaTesIen

ITonp3yembes MTHTEpHET-UCTOYHUKOM — JIeJIall CCBUIKY Ha HETO

OTKpBIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH

OOmarbes 32 TIOMOIIBIO B3pPOCIBIM — POJMUTENH, ONEKYHbl M aJMUHUCTpalMs CaiTOB Bcerjaa
IIOMOTYT.




ITamsaiTka nJs o0yyarwmuxcs AJA pasMeleHHU
Ha opunumaabHbiXx UHTEepHeEeT-pecypcax

C KaXIbIM I'OAOM MOJIOJACIKHU B MHTCPHCTC CTAHOBUTHLCA 6OHBH_IG, da IIKOJIbHUKH OJHH H3 CaMBbIX
aKTUBHBIX I10JIb30BaTElICH PYHeTa. MC)K,Z[y TEM, IIOMHUMO OI'POMHOI'O KOJIHNYCCTBA BOBMO)I(HOCTeﬁ,
HHTCPHET HECET U HpO6J’I€MBI. OTa naMsITKa JOJI’KHa IIOMOYb TeOe 6e30IacHo HaxXOoJUTHhCA B CCTH.

KomMnboTepHBbIe BUPYCBI

KoMnbloTepHblii BHpPYC - 3TO pPa3HOBUAHOCTb KOMIBIOTEPHBIX IIPOrpPaMM, OTIUYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K pa3MHOKEHHIO. B omonHeHne K 3ToMy, BUPYChl MOTYT
HOBPEUTh WM IOJHOCTBIO YHMUYTOXHTH Bce (aillibl U JaHHbIE, MOJKOHTPOJIBHBIE I10JIb30BATENI0, OT
UMEHH KOTOpOro Obula 3alylleHa 3apa’keHHas Mporpamma, a TakKe MOBPEAUTh WM JaXe YHUUTOXKHUTb
OINEPALIMOHHYIO CHUCTEMY CO BceMH (aiilaMu B 1edoM. B OGOJBIIMHCTBE CilyyaeB PaclpOCTPaHSIIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeToabl 3aIIMTHLI OT BPEAOHOCHBIX NMporpamMm:
I/ICHOHBBYﬁ COBPEMCHHBLIC OIICPAINMOHHBIC CUCTCMbI, HMCHOIIHC CepBGSHLIﬁ YPOBCHBb 3alllUThI OT

BPCOOHOCHBIX ITPOI'paMM.
ITocTossHHO YCTaH aBJIMBal I1a4THu (I_II/ICI)pOBBIC 3aIljIaTKu, KOTOPbIC aABTOMAaTH4YCCKH

YCTAaHABJIIMBAOTCA € LEJIBIO I[Opa6OTKI/I nporpaMMH) u Apyrue OOHOBJIEHHS CBOEH OHepaHHOHHOﬁ

cuctembl. CkaunBail WX TOJBKO ¢ odunmampbHOro caiita paspadorunka OC. Ecnmm cymectByer
PEeXUM aBTOMATHYECKOr0 OOHOBIJIEHHUS, BKIIIOUH €TO.

Paboraii Ha cBoeM KOMIBIOTEpE IOJ IMpaBaMH I0JIb30BATENS, @ HE aJIMUHUCTpaTopa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCS Ha TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE.

Hcnonp3yll aHTHBUPYCHBIE IIPOIpaMMHBIE IMPOLYKTBI W3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMATHYECKUM OOHOBJIEHUEM 0a3.

Orpannub pU3NUECKUI T0CTYI K KOMIBIOTEPY AJIs TOCTOPOHHMX JIMLL.

Hcnonp3yil BHELTHUE HOCUTENN UHPOPMAINK, TaKUe KaK (uielika, TUCK Uiu (aiia u3 UHTEpHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOUHHUKOB.

He otkprpiBail kommbrOTEpHbIE (haiiiabl, MOJYYEHHbIE W3 HEHAJEKHBIX HCTOYHHKOB. Jlaxke Te
(aiinbl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIH. Jlydllle yTo4HHM y HEro, OTHpaBJIsii JIM OH TeOe UX.




Cerun WI-FI

Wi-Fi - 510 He Buj nepefauu JaHHBIX, HE TEXHOJOTHS, a BCEro JHIlb OpeHn, Mapka. Eme B 1991

roly HUepiaHackas Kommanusi 3apeructpupoBaia opena "WECA", uro o6o3Hauao ciioBocoueTanue
"Wireless Fidelity", koTopslii mepeBoaUTCS Kak "0ecpoBOIHAS TOYHOCTD" .

Jlo Hamero BpeMeHH Jolia Apyras abopeBuatypa, KOTopasi SBJISETCS TaKOM ke TeXHOJIOTHe. ITo
ab6pesuarypa "Wi-Fi". Takoe HazBaHue OBLJIO JaHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOW TEXHHUKHU
Hi-Fi, uTo B mepeBojie 03HaUaeT "BBICOKAs TOYHOCTD' .

Ja, OecruiaTHbIi MHTEpPHET-AOCTYNl B Kade, OTENSIX U a’dpornoprax SBJISETCS OTIMYHOU
BO3MO>KHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, 4TO 00meaocTymnubie Wi-Fi cetu He
SIBJISTFOTCSI 0@30TIaCHBIMU.

CoBeThl MO 0€30MACHOCTH PadoOTHl B 00mMeTOCTYNHBIX ceTaXx Wi-Fi:

He nepenaBaii cBoto nuunyro uHpopmaiuio yepe3 obduenoctynusie Wi-Fi cetu. Paboras B Hux,
JKEJIaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIIA, JJOTHHBI U KAaKUE-TO HOMEDA.

Hcnonb3yit 1 0OHOBISH aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. TeM cambIM Thl 00€30Macuilb
ce0s OT 3aKayKH BUPYCa Ha TBOE YCTPOUCTBO.

[Ipu ucnonws3zoBannu Wi-Fi otkmoun ¢ynkmmro "OOmmid moctyn k aitam u mpuHTEepam'.
Jannast QyHKIHS 3aKphITa 10 YMOJYAHUIO, OJTHAKO HEKOTOPHIE ITOJTH30BATEIIN aKTUBUPYIOT €€ JIJIs
y100CTBa UCIIOJIH30BaHUSI B paboTe Win yuede;

He ucnone3yit nmyonuunsii WI-FI ans mepepgaun NUYHBIX JaHHBIX, HampuMep AJis BbIXOJAa B
COLIMATIbHBIEC CETH WU B DJIEKTPOHHYIO TIOYTY.

Hcnone3yit Tonpko 3anuinennoe coeaunenue yepes HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBoaM UMEeHHO "https://".

B moGunbHOM Tenedone otkmoun ¢yHkuuio "llonkmiouenne k Wi-Fi aBromatmuecku". He
JIOTTyCKail aBTOMAaTUYECKOr0 MOAKIYEeHUs ycTpoiicTBa k ceTsiM Wi-Fi 0e3 TBoero cornacusi.




COIII/Ia.]'[I)HI)Ie CeTH

CouuanbHble CeTH aKTUBHO BXOJAT B HAIly JKU3Hb, MHOTHE JIIOJU pabOTalOT U JKUBYT TaM
NOCTOSIHHO, a B Facebook yke 3aperucTpupoBan MUIUIAAP]] YETIOBEK, YTO ABISETCA OJAHOM CeIbMON BCex
KHUTEJeH IaHeThl. MHOTHE TMOJb30BaTeNId HE MOHMMAIOT, YTO HMH(pOpMAalMs, pa3MelleHHas HMU B
COLMAJIBHBIX CETSAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHA KEM YrOJHO, B TOM YHCJI€ HE 0053aTeJIbHO C
0J1arMMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI MO 0€30MACHOCTH B COMAJBbHBIX CETAX:

. Orpannys CUCOK Jpy3eil. Y Te0st B py3bsiX HE TOIDKHO OBITH CIyYaHBIX U HE3HAKOMBIX JIFO/ICH .

. 3ammiiaii CBOIO YaCTHYIO kM3Hb. He yka3biBaii maposu, TenedoHsl, aapeca, 1aTy TBOETO POXKACHUS
U JIPYTYIO JUYHYIO0 WH(GOpMAIHIO. 3I0YMBIIICHHUKH MOTYT UCIOJIB30BaTh Jake MHPOPMALIUIO O
TOM, KaK Tbl U TBOU POJUTEIM IUIAHUPYETE MPOBECTH KAaHUKYJIBI.

. 3amuuiaid cBOIO pemyTaluio - Aep>KU ee B YUCTOTE U 3ahaBail ceOe BOIpPOC: XOTeN Obl Thl, YTOOBI
JpyTHUe MoJIb30BaTeNId BUAECIH, YTO ThI 3arpyxaeiib? [logymaii, nmpexe 4eM 4To-To OnyOIMKOBaTh,
Hanucarb U 3arpy3uTh;

. Ecin TBI roBOpHILIB C JIFOIBMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YyH CBOE PEAJIbHOE UM U JIPYTYIO
JMYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBI U POYEE;

. M36eraii pasmeniennst pororpaduii B IHTEpHETE, T/Ie THI H300paKEeH HA MECTHOCTH, TI0O KOTOPOI
MO>KHO OIIPENEIIUTh TBOE MECTOIOJIOKECHHUE;

. Ilpu perucrpanuu B cOLMAIBLHOW CETH HEOOXOIUMO HCIOIb30BaTh CIIOKHBIE IAPOJIU, COCTOSIINE
u3 OyKB ¥ i (p U ¢ KOJTMIECTBOM 3HAKOB HE MEHEE §;

. J171s1 conManbHOM ceTu, MOYThl U APYTUX CAaTOB HEOOXOIMMO UCIOJIb30BaTh pa3Hble napouu. Toraa
eciu Te0s B3J0MAlOT, TO 3J0YMBIIIJIEHHUKHU M10JIyYaT AOCTYI TOJBKO K OJIHOMY MECTY, a HE BO BCE

cpasy.
JDIEeKTPOHHbBIE JE€HbIH

DJIeKTPOHHBbIE JeHbI'M - 3TO OYEHb YJIOOHBIM crOCO0 IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUUTHL 3TU JCHBI'H. OHu MOSIBUIINCHL COBCEM HEJaBHO U MMCHHO H3-3a
OTOI'0 BO MHOTUX IoCyAapCTBax A0 CUX IMOP HE IMPOIMUCAHO ITPO HUX B 3aKOHAX.

ONEKTPOHHBIE JEHBIU PAa3JEisAOT Ha HECKOJIBKO BUAOB - aHOHMMHBIE - pa3peliaeTcs IMpOBOJUTH
ornepauuu 0e3 HAEHTH()UKALUU MOJIb30BATENsI M HE AHOHMMHBIE - WACHTU(HKAIMS I10JIb30BaTENs]
aBisieTcs  oOsi3aTenbHOM. Takxke clieAyeT pas3inyarh dJEKTPOHHbIE (HUAaTHBIE JI€HbIW (PaBHBI
rOCYyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(UaTHbIe JEHbIM (HE paBHBI TOCYJapCTBEHHBIM
BaJIIOTaM).

OcHOBHBIE cOBeTHl MO 0e30mMacHO padoTe ¢ JJEKTPOHHBIMHM JeHbIaMHU:

1. Tlpussoku k c4€ry MOOUIIBHBIN TenedoH. DTO caMblil yIOOHBII U OBICTPBIN CIOCOO BOCCTAHOBUTH
nocTyn K cuéry. [IpuBsizaHHbIi TenedoH MOMOXKET, ecu 3a0yIelIb CBOl MIaTeKHbIN MapoJib WK
3aiIe1Ib HA CaliT ¢ HE3HAKOMOI'0 YCTPOUCTBA.

Hcnonb3yit onHopa3oBbie nmaposd. [locine mepexona Ha YCHIICHHYIO aBTOPU3aLUIO Tebe yxe He
OyzeT yrposkaTh ONAaCHOCTb KPa)kKH MIIM TIepexBaTa IJIaTeXHOro mapoJs.

Bribepu cnoxsbiii maposib. IlpectynmHukam OyzaeT He MPOCTO yragaTh CJHOXHBIM Iapoib.
Hanexxubple maponu - 3TO MapoJid, KOTOpPbIE COJIEp:KaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, IIUPPHI U HECKOJILKO CUMBOJIOB, TaKHe KaK 3HAaK J0Jju1apa, QyHTa,

BOCKJIMIATEIbHBIN 3HaK 1 T.11. Hanmpumep, $tROng!

He BBOJHM CBOM JIMYHBIC JAaHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSACHID.




3HeKTp0HHaH mo4urTa

DJIeKTPOHHASl MOYTAa - 3TO TEXHOJOTUS M IPENOCTABIIEMbIE €I0 YCIYTH IO IEPECBUIKE U
IIOJIyUYEHUIO 3JIEKTPOHHBIX COOOIIEHUIH, KOTOpBIE PACHPENENAIOTCS B KOMIIbIOTEpHOW ceTu. OOBIYHO
AJIEKTPOHHBIN IMOYTOBBIM SIIMK BBIMJISIIUT CIEAYIOUIMM OOpa3oM: MMs IIOJIb30BaTENsA(@WUMS_JTOMEHA.
Taxoke KpoMme nepeadyu IpoCTOro TeKCTa, UMEEeTCss BO3MOXKHOCTb IepeaBarh (ailiibl.

OcHoOoBHbBIE COBEeTHI IO 0e30MacCHOM padoTe ¢ DJEKTPOHHOMW MOYTOW:

Hano BeIOpaTh npaBUIIbHBIA IOYTOBBIN cepBUC. B nHTEpHETE €CTh OrpOMHBIN BEIOOp OECILIaTHBIX
IIOYTOBBIX CEPBUCOB, OAHAKO JIYYILE JOBEPITH TEM, KOI'O 3HACIIb U KTO IIEPBBII B PEUTHHTE.

He ykaspBaii B JMYHOH mouTe JMUHYIO UHPopMmanuio. Hanpumep, mydme BbeIOpaTh
"My3bIKabHbIN _(aHaT@" umn "pox2013" Bmecto "Temal3";

Hcnonp3yil IBYX3TallHYHO0 aBTOPHU3aLUI0. JTO KOIJa IOMHMO Iapojisi HYXHO BBOAUTH KO[,
npuchUIaeMbii 1o SMS.

Brei6epr cnoxHbId mapodib. JlJIs KakJIOro IMOYTOBOTO SIIUKA JIOJDKEH OBITh CBOWM HAISKHBIM,
YCTOMYUBBIN K B3JIOMY I1apOJIb.

Ecin ecTb BO3MOKHOCTb HallMCaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb.
Hcnonb3yil HECKOIBKO ITOYTOBBIX SNIMKOB. IIepBBIM I 4acTHOM IEPENUCKH C aapecaTaMu,
KOTOPBIM ThI JIOBEpSIEIIb. JTO 3JIEKTPOHHBIA apec HE Ha/l0 MCIOIb30BaTh MPU PETUCTPALUU HA
dbopymax u caiftax.

He otkpeiBaii ¢aiinsl U Ipyrue BIOKEHHUS B MUCHMAX, Ja)K€ €CIU OHU MPHIIUTH OT TBOHUX APY3EH.
Jlyuiie yTOYHM y HUX, OTIIPABJISIIN JIK OHU TeOe 3TU (aiibl.

[Tocne okoHuaHust pabOTHI HA IOYTOBOM CEPBUCE MEPE] 3aKPITHEM BKJIAJKU C CAUTOM He 3a0y/b
HaxxaTh Ha "Beriitu".

KuOepOyanauHr ujauvm BUPTYaJdbHOE HU31€BATEJNbCTBO
KuOepOynauHr - mnpecieroBaHHE COOOILIEHUSMH, COJIEPKALIUMHU OCKOpPOJIEHHUS, arpeccuio,
3aIllyIrUBaHUC; XYJIMTAaHCTBO, COLIMAJIbHOC 60ﬁKOTHpOBaHHe C IMOMOUIBIO PA3JIMYHBIX HHTCPHCT-CCPBUCOB.

OcHoBHbBIE cOBeTHl MO OOpPbOe ¢ KUOEPOYJNJIUHIOM:

He 6pocaiics B 0oii. JIyumnii cnoco0: mocoBeToBaThCs Kak ce0si BECTH U, €CIIM HET TOro, K KOMY
MOKHO OOpaTHUThCs, TO BHAYalle YCIIOKOMThCA. Ecy Thl HauHelIb OTBEYaTh OCKOPOJCHUSIMHU Ha

OCKOp6J’IeHI/I${, TO TOJIBKO €1IC OoJIbIIIe Pa30KIKCUIb I(OH(I)J'H/IKT.

VYnpasinsii cBoeil kubeppenyTauei.

AHOHUMHOCTh B ceTH MHHMas. CyIeCcTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM.

He croutr Bectn XynuraHckuid oOpa3 BUPTyaslbHOM Xu3HU. VHTEepHET (QUKCUpYEeT Bce TBOU
NeMCTBUS M COXpaHsAET UX. Y JaluTh uX OyAeT KpaiiHe 3aTpyIHUTEIBHO.

Cobmtonaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY.

WUrnopupyit eauHu4HbIi HeratuB. OIHOPa30Bble OCKOPOUTEIbHBIE COOOLICHMS JTydlIle
UTHOpUPOBaTh. OOBIYHO arpeccHs MpeKpallaeTcst Ha Ha4yaJlbHOM CTalnuu.

ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLIMAIBHBIX CETSIX €CTh
BO3MOXKHOCTb OJIOKMPOBKH OTIPABKH COOOIICHUM C ONPE/IETICHHBIX aJ[PECOB;

Eciu Tl cBugerens kubepOysumHra. TBou AeWCTBHSA: BBICTYNUTh HPOTHB IMpecieoBaTels,
II0Ka3aTh €EMY, YTO €ro JICUCTBUS OLEHUBAIOTCS HEraTUBHO, NOJJIEPKATh )KEPTBY, KOTOPOU HYXKHa
MICUXOJIOTHYECKast MOMOIIb, COOOLIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEJCHUS B CETH.




MoOuabHblili TededoH

CoBpeMeHHble cMapT(OHBI U IUIAHIIETH COZAEpkKaT B ceOe BIOJHE B3pOCIBbIA (YHKIHMOHAT, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMHU KOMITbIOTEpaMu. OJHAKO, CPEACTB 3aLIUTHI JUIS
HOJOOHBIX YCTPONCTB IIOKA O4E€Hb MasI0. TeCTUpOBaHUE U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK
UHTEHCUBHO, Kak a5 I1K, To e camoe kacaeTcs 1 MOOUIIbHBIX IPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl yXke NMPaKTHUECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (GyHKIMOHAJA BJIeYeT 3a cO00M OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILEHHOCTD.

Jlanexo He Bce MPOM3BOAUTENH BBIITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOLINE KPUTHUECKUE YA3BUMOCTU
JUISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIgUS:| 0e30MaCHOCTH MOOHJBLHOIO Te.]'le(l)OHa:

Huuero wHe sBusiercs mo-HacTosiieMy OecIulaTHbIM. bByab OCTOpoXKeH, Beap Korjaa Tede
npeasaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IUIaTHBIE YCIIYTH.
Hymaii, npexae yem oTtnpaButb SMS, ¢oto unu Buaeo. Thl TOYHO 3HAENIb, TI€ OHU OYAYyT B
KOHEYHOM uTore?

Heo0xo1muMo 0OHOBIIATE OMEPAIMOHHYIO CUCTEMY TBOETro cMapT(hoHa.

Vcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJTBHBIX TENE(OHOB.

He 3arpyxail mnpuioxeHHss OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT COJEPKAaTb
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUEeHHUE.

[Tocne Toro kak ThI BBIAACHIb C CaiiTa, TAE€ BBOJWI JHYHYIO MH()OPMAIHIO, 3211 B HACTPOUKH
Opaysepa u ynanu cookies.

[lepuoanuecku npoBepsiid, KaKue IIaTHbIE YCIIYT'M aKTUBUPOBAaHbI HA TBOEM HOMEPE.

JlaBail cBoii HOMEp MOOWJIBHOTO TenedoHa TONBKO JIOASM, KOTOPBIX Thl 3HAaellb U KOMY
JOBEPSICILIb.

Bluetooth momxeH OBITH BBIKIIOYEH, KOT/Aa Thl UM HE MoOJb3yenibcsi. He 3a0biBail mHOTIA
MIPOBEPSTH 3TO.

O nmoprauae

CereBuuok.p¢ (https://setevichok-rf.ru/)- TBoii raBHBIi COBETYHK B CETH. 37€Ch Thl MOXKEIIIb
y3HaTh 0 0E30MACHOCTH B CETH TIOHSTHBIM M JOCTYITHBIM SI3BIKOM, @ TPU BO3HUKHOBEHHH KPUTHUCCKOM
CHUTYaI[UH OOPATHTHCS 32 COBETOM. A TakKe MPUHATH YIaCTHE B KOHKYPCaX U CTaTh CAMbIM IIH()POBBIM
rpaxaaHuHOM!

LY
o CeTeBUMYOK.
. P®

Vi ME)K,D,YHAEOﬂ,HbIVI KBECT NO
LNDPPOBOU TPAMOTHOCTU




Online urpsl

CoBpeMeHHbIC OHJIaHH-UTPBI - 3TO KPACOYHbIE, 3aXBATHIBAIOIINE PA3BICUCHUS, OOBEANHSAIONINE
COTHH THICSY YEJIOBEK 110 BceMy MUPY. UTpOKM UCCIEAYIOT JaHHBIM UM MHp, OOIIAIOTCS APYT C IPYroM,
BBIMOJHAIOT 33JaHUsl, CPAXKAIOTCSI C MOHCTPAMM M IOJIy4alOT ONBIT. 32 YAOBOJIBCTBME OHM IUIATAT:
MOKYIIAIOT JUCK, OIJIaYMBalOT a0OHEMEHT WJIM MPUOOPETAIOT KaKKE-TO OIIUH.

Bce atu cpeacTtBa mayT Ha MOJJEp)KaHUE W Pa3BUTHE WMIPHI, a TaKKe Ha caMy Oe30MacHOCTb:
COBEpIICHCTBYIOTCS CHCTEMbl aBTOPH3AIMH, BBIIYCKAlOTCA HOBbIe MaTtdyd (IUGPOBBIC 3arlaTKUA s
IpOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX WUIrpax CTOMT omacarbcs HE CTOJNBKO CBOMX CONEPHUKOB, CKOJBKO Kpa)Xd TBOEIO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI MO 0€30MACHOCTH TBOEIO HIpOBOro akkKayHTa:

Ecimu npyroit urpok BeneT ceOs IJIOXO WM CO3/1aeT TeOe HENpUATHOCTH, 3a0JIOKUpYH ero B
CIIMCKE UTPOKOB.

[Toxxanylics aaMHMHMCTpaTOpaM HWIPbl Ha ILIOXOE IIOBEACHHME OTOrO0 HIPOKA, >KEIATENIBHO
IIPWJIOKUTH KaKHE-TO I0Ka3aTeNbCTBA B BUJI€ CKPUHOB.

He yka3piBaii muunyro nHpopMmamuio B mpodaiisie urpsl.

VYBakail Ipyrux y4aCTHUKOB I10 UIPE.

He ycranaBnuBaii HeouinanbHbIe TATYH U MO/IBI.

Hcrnons3yil CII0KHBIE U pa3HbIE NTAPOJIN.

Jlaxxe BO Bpems UIpPbl HE CTOMT OTKJIIOYaTh aHTUBHMpYC. [loka Tkl Wrpaems, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

OUIMIUHT UJTH Kpaa JHYHBbIX JAHHBIX

OOBIYHOM Kpaked JeHer W JIOKYMEHTOB CETOJHS YK€ HHKOTO HE YAWBHIIb, HO C DPa3BUTHEM
MHTEPHET-TEXHOJOTHI 3J0yMBINUICHHUKN TIEPEMECTHIINCh B WHTEPHET, M MPOJOJDKAIOT 3aHUMAThCS
"r0OUMBIM" JI€JIOM.

Tax mosiBMIIaCh HOBast yrpo3a: HHTEPHET-MOIIEHHHYECTBA MM (DM M HT, TIaBHAS II€ITb KOTOPOTO
COCTOUT B TOJYYEHUH KOH(PUIEHIMATIbHBIX MAHHBIX TIOJb30BaTeNe - JIOTMHOB W mapoieil. Ha
aHruiickoMm s3bike phishing unraercs kak guuuHr (ot fishing - peiOHas noBis, password - TapoJb).

OcHoBHbBIE COBEeTHl MO OOpPbHLOEe ¢ UMIUHITOM:

Crnenu 3a cBoMM akkayHTOM. Eciam Thl momo3peBaenb, 4TO TBOSI aHKeTa ObuIa B3JIOMaHa, TO
HE00X0UMO 3a0JIOKMpPOBaTh €€ M COOOLIUTH aJIMUHUCTpPATOpaM pecypca 00 3TOM KaK MOYKHO
CKopee;

Hcnonw3yit Oe3omacHble Be6-CaliThl, B TOM UKCJIE, HHTEPHET-Mara3uHoOB U TOUCKOBBIX CUCTEM;

HCHOHBSYﬁ CJIOKHBIC U pa3HbIC ITapOJin. Takum 06pa30M, ecau  TeOs B3JIOMArOT, TO
3JIOYMBINUJICHHUKHA TOJYYaT JOCTYII TOJIBKO K O/THOMY TBOCMY HpO(bI/IJ'IK) B CCTH, a HC KO BCCM,

Ecau T1ebs B3JIOMAJIM, TO HCO6XOIlI/IMO npeaynpeanuTb BCCX CBOUX 3HAKOMBIX, KOTOPBIC
I[O68.BJ'ICHLI y TeOs B APYy3biX, O TOM, YTO TeOs B3IIOMaIu H, BOBMOXHO, OT TBOCTrO MMCHHU 6y,£[eT

paccbuIaThCs CIlaM M CChUIKU Ha (PUIIMHTOBBIE CalThI;

VYcranosu HanexHbii mapoib (PIN) Ha MOOMIIBHBIHN TenedoH;

OTxkroun coxpaHeHue napoJs B Opaysepe;

He oTkpsiBaii Qailsibl U gpyrue BIOXKEHHs B MHCbMaX, JakKe €CIM OHM MPHILLIN OT TBOUX IPY3€eH.
Jly4ie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (pailiibl.




IHudposass penyranus

IHHudpoBasi penyTaumsi - 5TO HEraTMBHAS WJIM MO3UTHBHAs MHQOpMaLus B CEeTH O Tebe.
Komnpomerupyromas napopmanus, pa3MeieHHas B UHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCS
Ha TBoeW peanbHOW u3HU. "LludpoBas pernyrauus" - 3TO TBOM MMHDK, KOTOPBIA (popMupyercs u3
uHpopmaruu o Te0e B UHTEPHETE.

TBoe MecTo JXUTeNbCTBAa, ydeObl, TBOE (UHAHCOBOE IIOJOXKEHHUE, OCOOCHHOCTH Xapakrepa M
pacckasbl O OJM3KUX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorue nopoCcTKH JErKOMbICIEHHO OTHOCATCS K IyOaMKanuu JuuHoi nHdopMmaiuu B IHTepHeTe,
HE MOHMMAas BO3MOKHBIX TMocieAcTBUi. Thl Jake HE CMOXKEIIb JIOTaJaThCsi O TOM, 4To (poTorpadus,
pa3MmelneHHas 5 JeT Ha3ald, CTaja MPUYMHON 0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenieHue TBoux (otorpaduii U npyrue IEHCTBHS MOTYT HE MCUE3HYThH Jaxe
1OCJI€ TOTO, KaK Thl UX YAaNuIlb. Thl HE 3HACIIb, KTO COXPAHMWJ 3Ty MH(OpPMAIHMIO, TONala U OHA B
IIOUCKOBBIE CUCTEMbl M COXPAaHWJIACh JIM OHA, a IJIaBHOE: YTO NOJYMAlT O Tebe OKpY’KalollMe JIIOJH,
KOTOpPbIE HAUAYT U YBUAAT 3T0. HaliTu HHpOpMALIMIO MHOTO JIET CIIYCTS] CMOXKET JIF000H - Kak U3 J00phIX
no0yX/1eHUl, TaK ¥ ¢ HAMEPEHHUEM NPUUYUHUTD Bpesl. DTO MOXKET ObITh KTO YTO/IHO.

OcHOBHbBIE COBETHI IO 3aMUTe HUMPPOBOI penyTauuuU:
[Tomymaii, ipexae 4em 4To-TO MyOJIMKOBATh M IepenaBarh y ceOs B OJore WM B CONMAIbHOU
ceTH,
B Hactpoiikax mnpoduiis yCTaHOBH OTrPAaHUYCHHS HA MPOCMOTP TBOEro mpodmis U ero
COJIEPKUMOTO, C/IeJIaid €ro TOJIBKO "1t Apy3ei';
He pasmemaii u He ykas3piBaii MH(OpMAIMIO, KOTOpas MOXET KOro-iubo OCKOpOISATh WU
00MXaTh.

ABTOpCKOe mpaBoO

CoBpeMeHHbIE IIKOJIbHUKN - aKTUBHBIE MOJIb30BATEIN LUPPOBOro npocTpaHcTBa. OJIHAKO AaJIEKO
HE BCE 3HAIOT, YTO M0JIb30BAHNE MHOTHMHU BO3MOXKHOCTSIMU ITU(PPOBOTO MUpPa TpeOyeT coOIIt0IeH s ITpaB
Ha MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTENNEKTyalbHAs COOCTBEHHOCTh'" OTHOCUTCS K Pa3IM4YHBIM TBOPEHUSM YEJIOBEYECKOTO

yMa, Ha4YrHag ¢ HOBBIX I/1306peTeHI/II‘/JI 1 3HAKOB, 0603Haqa101111/1x COOCTBEHHOCTH Ha MMPOAYKTHI U YCIYTH, U
3aKaH4YMBasA KHUI'aMH, q)OTOFpa(bHHMH, KI/IHOCI)I/IJIBMaMI/I 1 MY3bIKAJIbHBIMU MTPOU3BCACHUSAMU.
ABTOpCKI/Ie nmpaBa - 3TO IIpaBa Ha UHTCJUICKTYaJIbHYIO COOCTBEHHOCTD Ha IMPOU3BCACHUA HAYKH,
JIMATCPATYpbl HW  HUCKYCCTBA. ABTOpCKI/Ie IpaBa BBICTYIIAKOT B Ka4€CTBC TapaHTUHU TOro, 4YTO
I/IHTeJ'IJ'IeKTyaHBHBIﬁ/TBopquKHﬁ Tpyd aBTOpa HC 6y,Z[CT HalpaCcHbIM, HaCT €My CHpPaBCIJIINBBIC

BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOErO TPyJa, MOJIYYUTh MU3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspellieHusi aBTOpa HE MOXKET BOCIPOM3BOAMUTH €0 IMPOU3BEACHUE, PACHpPOCTPAHATh, MYyOIUYHO
JEMOHCTPUPOBaTh, IMpoJaBaTh, HMIIOPTUPOBATh, IMyCKaTb B NPOKaT, IYOJUYHO HCIOIHSITH,
MOKa3bIBaTh/UCIIOIHATH B 3upe miu pazmemars B HTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOro obecreueHusl MOXKET MPUBECTH K MHOTHM PHUCKaM:
OT TOTepU JAHHBIX K TBOMM aKKayHTaM JO OJIOKHPOBKM TBOETO YCTPOMCTBa, TIJi€ YCTaHOBJIEHA
HenerajgbHas mporpamMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JerajibHble M OecIulaTHBIE
IIPOrPaMMbI, KOTOPbIE MOKHO HAlTH B CETH.




